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Overview 
 
This lab presents the perfSONAR Monitoring and Debugging Dashboard (MaDDash). This 
tool is aimed to collect large amounts of measurement data and display them in a two-
dimensional grid referred to as a dashboard.  
 
 
Objectives 
 
By the end of this lab, the user will: 
 

1 Configure MaDDash in order to visualize regular tests. 
2 Run pSConfig agents on perfSONAR nodes. 
3 Configure a central measurement archive. 
4 Check the grids using MaDDash administrator web interface. 
5 Visualize the measurement data on the dashboard. 

 
 
Lab topology 
 
Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR 
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR 
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu). 
The Client host is used to access perfSONAR graphical user interface. 
 

 
Figure 1. Lab topology. 
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Lab settings 
 
The information in Table 1 provides the credentials to access to perfSONAR nodes and 
the Client host. 
 

Table 1. Credentials to access perfSONAR1, perfSONAR2, perfSONAR3 and Client. 
 

Device 

 

IP Address 

 

Account  

 

 

Password 

 

perfSONAR1 192.168.1.10 admin admin 

perfSONAR2 192.168.2.10 admin admin 

perfSONAR3 192.168.3.10 admin admin 

 
 
Lab roadmap 
 
This lab includes the following tasks: 
 

1. Section 1: Introduction. 
2. Section 2: Configuring MaDDash server. 
3. Section 3: Configuring perfSONAR nodes. 
4. Section 4: Checking the grids. 
5. Section 5: Visualizing the dashboard. 
6. Section 6: Adding packet loss to interface connecting to network 

192.168.2.0/24. 
 
 
1 Introduction 
 
In scientific collaboration environments, computational and instrumentational resources 
are often physically distributed over the Wide Area Networks (WAN). Collaborators work 
remotely in different centers and require access to instruments. As large number of data 
flows move between centers, data visualization becomes an important tool in facilitating 
network monitoring. 
 
The Monitoring and Debugging Dashboard (MaDDash) is a software package for 
perfSONAR. It collects and presents two-dimensional monitoring data as a set of grids 
referred to as a dashboard. Many monitoring systems emphasize one-dimensional graphs, 
however network managers can face difficulties presenting the measurement data as 
complexity increases. Therefore, MaDDash provides the tools to create, configure and 
synchronize tests which are running on multiple hosts. These results can then be accessed 
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using a REST API which provides the building blocks for components such as the included 
web interface that presents the data as a set of grids1. 
 
MaDDash is a part of the visualization layer, as shown in the figure 2. It can run a pSConfig 
template and can retrieve the measurement data of other perfSONAR nodes through the 
ESnet Monitoring Daemon (Esmond), which is a system for collecting, storing, visualizing 
and analyzing large sets of timeseries data. 
 

  
Figure 2. perfSONAR layers2. 

 
 

2 Configuring MaDDash server 
 
In this section the user will configure a MaDDash server in order run and collect 
measurement data. First, the user will open firewall to allow http/https traffic. Second, 
the user will publish a pSConfig template to run the measurement tests in the server and 
the other nodes. Then, it is shown how to configure the central measurement archive. 
Finally, the user will run a pSConfig MaDDash agent.  
 
 
2.1 Allow http and https traffic to MaDDash server 

 
In order to provide access the server, it is necessary to open the firewall to allow 
http/https traffic. 
 
Step 1. Login to perfSONAR2 typing the username admin and password admin. Note that 
the password will not be displayed while typing it. 
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Step 2. To allow traffic through the http port (80) type the command shown below. The 
user will be required to enter the password as admin. Notice that the password will not 
be displayed while typing it. 
 
sudo firewall-cmd -–permanent -–add-port=80/tcp 

 

 
 
Step 3. Similarly, to allow traffic through the http port (443) type the command shown 
below. 
 
sudo firewall-cmd -–permanent -–add-port=443/tcp 

 

 
 
Step 4. To apply the changes, type the following command:  
 
sudo firewall-cmd --reload 

 

 
 
 
2.2 Publishing pSConfig agent 

 
In this lab, the user is provided a template. This template is a pSConfig archive which runs 
pScheduler tasks. It is necessary to publish this template to make it accessible to all 
perfSONAR nodes.  
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Step 1.  In the directory /home/, the user will find the pSConfig agent template.json, which 
runs pScheduler tasks. To check for errors, type the command shown below. If the JSON 
file syntax is correct, the user will see the script echoed on the screen. 
 
jq . /home/template.json 

 

 
 
Step 2.  To publish the template, type the command shown below. The script will be 
available at https://192.168.2.10/psconfig/template.json. 
 
sudo psconfig publish /home/template.json 

 

 
 
Now, the pSConfig template is published and can be accessed by perfSONAR1 and 
perfSONAR3 nodes. 
 
 
2.3 Configuring central measurement archive 

 
Each host will collect measurement data specified in the pSConfig template. This 
measurement data will be stored into a centralized database, the ESnet Monitoring 
Daemon (esmond). Esmond is a system for collecting, storing, visualizing and analyzing 
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large sets of timeseries data. In order to store measurement data, each host needs to 
authenticate to the Central Measurement Archive esmond.  
 
To allow each node to store its measurement data, the user will use the following 
command format: 
 
sudo /usr/sbin/esmond_manage add_user_ip_address admin <IP_ADDRESS> 

 

• sudo: enables the execution of the command with higher security privileges. 

• /usr/sbin/esmond_manage: is the route to the script to register a perfSONAR 
node. 

• add_user_ip_address: is a script which allows a perfSONAR node to have 
access to the central measurement archive and store its measurement data. 

• admin: is the administrator password. 

• <IP_ADDRESS>: is the IP address of the perfSONAR node to be registered. 
 
Step 1. To allow perfSONAR1 node to store its measurement data, in perfSONAR2 CLI type 
the command shown below. The user will be required to enter the password as admin. 
Notice that the password will not be displayed while typing it. 
 
sudo /usr/sbin/esmond_manage add_user_ip_address admin 192.168.1.10  

 

 
 
Step 2. To allow perfSONAR2 node to store its measurement data, in perfSONAR2 CLI type 
the following command: 
 
sudo /usr/sbin/esmond_manage add_user_ip_address admin 192.168.2.10  
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Step 3. To allow perfSONAR3 node to store its measurement data, in perfSONAR2 CLI type 
the following command: 
 
sudo /usr/sbin/esmond_manage add_user_ip_address admin 192.168.3.10  
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2.4 Running pSConfig MaDDash agent 

 
The role of the pSConfig MaDDash agent is to read pSConfig templates and generate a 
set of grids to be displayed by MaDDash. 
 
Step 1. In perfSONAR2 command line type the command shown below to publish the 
MaDDash agent at the given URL. 
 
sudo psconfig remote add “https://192.168.2.10/psconfig/template.json” 

 

 
 
Step 2. Now, perfSONAR2 node is collecting measurement data specified in the pSConfig 
template. To proceed, the user will restart Apache Cassandra database typing the 
command shown below: 
 
sudo systemctl restart cassandra 

 

 
 
Step 3. In order to restart MaDDash server, type the following command: 
 
sudo systemctl restart maddash-server   

 

 
 
Step 4. To restart MaDDash agent, type the following command: 
 
sudo systemctl restart psconfig-maddash-agent 

 

 
 
Step 5. At this point MaDDash web interface is set up and running. To check it, go to the 
topology and login to the Client host and open the web browser. 
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Step 7. In order to access to the dashboard, type the following URL 
https://192.168.2.10/maddash-webui/. If the web server is running, the user will see the 
MaDDash web user interface. 
 

  
 
 
3 Configuring perfSONAR nodes 
 
At this point, the MaDDash server has been configured. In this section, the user will 
configure perfSONAR1 and perfSONAR3 nodes in order to run the pSConfig agent 
published on https://192.168.2.10/psconfig/template.json. 
 
Step 1. On the topology click on perfSONAR1 node and login typing admin as the 
username and admin as the password. 
 

 
 

https://192.168.2.10/maddash-webui/
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Step 2. To add a remote pSConfig template on perfSONAR1, type the command shown 
below. The user will be required to enter the password as admin. Notice that the 
password will not be displayed while typing it. 
 
sudo psconfig remote add -–configure-archives 

“https://192.168.2.10/psconfig/template.json” 

 

 
 
Step 3. On the topology, click on perfSONAR3 node and login with typing admin as the 
username and admin as the password. 
 

 
 
Step 4. To add a remote pSConfig template on perfSONAR3 type the command shown 
below. The user will be required to enter the password as admin. Notice that the 
password will not be displayed while typing it. 
 
sudo psconfig remote add -–configure-archives 

“https://192.168.2.10/psconfig/template.json” 

 

 
 
 
4 Checking the grids 
 
At this point, the MaDDash server is running and collecting data. It takes time to have the 
measurement data propagated and displayed on the grid. To avoid waiting, the user will 
access the MaDDash Administrator Web Interface. The administrator web interface 
allows privileged users to perform special operations on the dashboard. The allowed 
operations are: 
 

• Re-scheduling a check to run at a certain time. 

• Scheduling an event, such as a maintenance window, that may impact check 
results. 

• Viewing and canceling existing events. 
 
The steps that follow describe how to reschedule a check event. This check event will 
propagate measurement data on the dashboard immediately. 
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Step 1. On the Client host, click con Dashboards > perfSONAR Lab. The user will see the 
dashboard, but in this case the measurement data is not displayed because by default it 
needs time to be propagated and visualized on the dashboard. 
 

 
 
Step 2. To display the measurement data on the dashboard immediately, the user will 
modify the Server Settings to schedule a Check. To proceed, click on Settings > Server 
Settings. 
 

 
 
Step 3.  The user will be required to authenticate. To proceed type username admin and 
password admin. 
 

 
 
Step 4. The user will see the Administrator Web Interface. Click on Reschedule Check. This 
will force the dashboard to show the measurement data as sooner than it would 
otherwise. 
 



    
Lab 8: perfSONAR Monitoring and Debugging Dashboard 

 
  Page 14  

 
 
Step 5. Select the grid name as perfSONAR Lab – Throughput. 
 

 
 
Step 6. To apply the configuration, click on Schedule. 
 

 
 
Step 7. Select the grid name as perfSONAR Lab – Loss Test. 
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Step 8. To apply the configuration, click on Schedule. 
 

 
 
 
5 Visualizing the dashboard 
 
Step 1. In order to access the dashboard, type the following URL 
https://192.168.2.10/maddash-webui/. If the web server is running, the user will see 
MaDDash web user interface. 
 

 
 
Step 2. In the Web User Interface select Dashboard > perfSONAR Lab 
 

https://192.168.2.10/maddash-webui/
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Step 3. The user will see the Throughput and Loss Dashboards which are from 
perfSONAR1, perfSONAR2 and perfSONAR3 nodes. To visualize the results in a timing 
graph, the user can click on any green square and the browser will open a new tab. On 
the Throughput dashboard, click on square located on first row and third column to 
visualize de results of the throughput test between perfSONAR1 and perfSONAR3 nodes. 
 

 
 
Step 4. In this graph the results collected since the pScheduler agents started are shown, 
and the user can visualize the throughput when the source is 192.168.1.10 and the 
destination is 192.168.3.10. To adjust the time range, select an appropriate value on 
Report range to see the results with more detail. The throughput graph shows 
bidirectional throughput, failures and retransmissions on the same plot. Below, the timing 
graph of the packet loss and latency are displayed. 
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6 Adding packet loss to interface connecting to network 192.168.2.0/24 
 
In this section, the user will add a 10% packet loss to the router R1 and router R2 using 
Network Emulator (NETEM) commands. This change will affect the performance of the 
network. The user will see the effects on the dashboard. 
 
Step 1. Open router R2 and enter the username root and password password. Note that 

the password will not be displayed while typing it. 
 

 
 
Step 2. Identify the interfaces which are connected to the network 192.168.2.0/24 on 
router R2. In router R2 command line, type the command ifconfig. This command 
displays information related to the network interfaces in the local device. 
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Notice that the interface ens37 is connected to the network 192.168.2.0/24. 
 
Step 3. In order to add a 10% packet loss, sudo in router R2 command line, type the 
following command: 
 
sudo tc qdisc add dev ens37 root netem loss 10% 

 

 
 
Step 4. Wait for at least 2 minutes to get the data propagated to the dashboard, then go 
to the administrator web interface. In order to access the dashboard,  type the following 
URL https://192.168.2.10/maddash-webui/.  
 

  
 
Step 5.  In the Web User Interface select Settings > Server Settings. 
 

https://192.168.2.10/maddash-webui/
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Step 6.  The user may be required to authenticate. To proceed type username admin and 
password admin. 
 

 
 
Step 7. The user will see the Administrator Web Interface. Click on Reschedule Check. This 
will force the dashboard to show the measurement data as sooner than it would 
otherwise. 
 

 
 
Step 8. Select the grid name as perfSONAR Lab – Loss Test. 
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Step 9. To apply the configuration, click on Schedule and wait 1 minute to enter again to 
MaDDash web interface http://192.168.2.10/maddash-webui. 
 

 
 
Step 10. In order to access the dashboard, type the following URL 
https://192.168.2.10/maddash-webui/. If the web server is running, the user will see 
MaDDash web user interface. 
 

 
 
Step 11. In the Web User Interface select Dashboard > perfSONAR Lab 
 

http://192.168.2.10/maddash-webui
https://192.168.2.10/maddash-webui/
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Step 12. The user will see the Throughput and Loss Dashboards which are from 
perfSONAR1, perfSONAR2 and perfSONAR3 nodes. Now the user will see that the loss 
rate between perfSONAR3 and the other nodes are affected.  
 

 
 
Step 13. To visualize the results in a timing graph, the user can click on any green square 
and the browser will open a new tab. On the Loss dashboard, click on the square located 
on third row and first column to visualize the results of the throughput test between 
perfSONAR3 and perfSONAR1 nodes. 
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This graph shows the results collected since the pScheduler agents started, the user can 
visualize the throughput when the source is 192.168.3.10 and the destination is 
192.168.1.10. To adjust the time range, select an appropriate value on Report range to 
see the results with more detail. Bidirectional throughput, failures and retransmissions 
are shown on the same plot. 
 
This concludes Lab 8. 
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